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U 

S President Donald 
Trump’s combative 
rhetoric on Iran, a 
country that is the 
subject of an ad-
ministration policy 

review, makes it look as though a 
new US stance has been designed 
to confront Tehran over strategic 
disagreements.

The international agreement 
intended to limit Iranian nuclear 
programme development — the 
Joint Comprehensive Plan of Ac-
tion (JCPOA) — has received great 
attention since Trump labelled it 
the “worst deal ever,” committing 
to ending the pact. Iran and the 
other JCPOA signatories are not 
willing to renegotiate the agree-
ment, leaving the United States 
isolated.

The greater point of conten-
tion between Iran and the United 
States is the regional role of Teh-
ran in the Middle East. In Syria, 
Iraq, Lebanon and particularly 
in Yemen, Iranian influence has 
had a strategic effect on regional 
discourse and crossed several red 
lines for the United States and its 
international partners.

Broadly speaking, the United 
States has had four policy options 
with which to address Iran: eco-
nomic sanctions, developing coun-
terbalancing regional frameworks, 
encouraging regime change from 
within and direct military action. 
All four options have been mooted 
by Trump’s administration and all 

four remain on the table.
Sanctions on Iran are likely 

to meet strong opposition from 

US allies in Europe and Asia, who 
continue to support the nuclear 
deal. Challenging Iranian proxies 
and their influence throughout the 
Middle East is likewise problem-
atic. There is little coherent, effec-
tive opposition to Iran within the 
region and this approach increases 
the risks of blowback to US forces 
in the region, pulling the Ameri-
cans deeper into regional conflicts.

The alternative of direct military 
action against Iranian nuclear or 
military facilities could produce 
highly undesirable consequences, 
including a rapid escalation into a 
regional conflict. It could reinforce 
international perceptions that the 
United States cannot be trusted to 
uphold its commitments.

In case of such actions, Iran 
would likely launch retalia-
tory strikes against US bases and 
interests in Iraq, Syria, Bahrain, 
Qatar and the United Arab Emir-
ates. Iran’s Shahab-3 intermediate-
range ballistic missile has a range 
of 2,000km and its Soumar cruise 
missile can hit targets as far as 
2,500km, meaning all US forward 
bases in the Middle East and some 
bases in Europe are within range of 
Iranian conventional retaliation.

Retired US Air Force Lieutenant-
General Thomas McInerney, writ-
ing in 2006, suggested one plan for 
attacking Iran’s nuclear facilities 
that required a massive commit-
ment of 700 aircraft, 500 cruise 
missiles and 28,000 bunker-buster 
bombs in the initial 48 hours. Fol-
lowing a similar war game in 2004, 
retired Air Force Colonel Sam 
Gardiner concluded that “there is 

no military solution” for Iran.
Thus, while targeted strikes 

could delay Iran’s ability to devel-
op nuclear weapons by destroying 
infrastructure, they would prob-
ably incentivise Iran to redouble 
its enrichment efforts under the 
conviction that only a nuclear de-
terrent can ensure its survival.

As the Director of National 
Intelligence Dan Coats recently ac-
knowledged at the Aspen Security 
Forum, US actions against Saddam 
Hussein and Muammar Qaddafi 
made it clear to other countries, 
such as North Korea, that a nuclear 
deterrent may be the best way to 
ensure regime survival.

For years, the Obama admin-
istration oversaw not just the 
strengthening of the Iranian posi-
tion across the region but also the 
alignment of US policy with Iran. 
Under President Barack Obama, 
US policy in Syria and Iraq assisted 
Iran in establishing a continuous 
geopolitical sphere of influence 
stretching from Tehran to the 
Mediterranean.

Policymakers might believe that 
building up state institutions and 
denying Hezbollah and its sister 
groups “political legitimacy” over 
the long haul was the smarter, 
more sophisticated way to counter 
Iran. However, 12 years after this 
approach was tried in Lebanon, 
the result has been the consolida-
tion of Hezbollah’s control, the 
total capitulation of its erstwhile 
political adversaries and the 
exponential growth of its military 
power.

Meanwhile, just as Hezbollah’s 

territorial control has expanded 
into Syria, Iran’s Islamic Revo-
lutionary Guard Corps has been 
lapping up real estate and state 
structures from Baghdad to Beirut.

In practical terms, scrapping 
and replacing  the JCPOA is a non-
starter, so the Trump administra-
tion will focus on countering Iran 
regionally and decide how it will 
respond when Tehran inevitably 
pushes back. The United States is 
keener than ever to deepen col-
laboration with regional partners 
to contain Iran and Arab Gulf coun-
tries have renewed optimism in the 
United States dispensing the role of 
a regional security guarantor.

However, the Saudi-led quartet’s 
dispute with Qatar and straining 
US-Turkish relations pose compli-
cating challenges for the Trump 
administration in building effec-
tive regional opposition to Iran.

These challenges are at least 
partly symptomatic of the weaken-
ing of American political leader-
ship in the world, arguably acceler-
ating under Trump. Direct military 
action by the United States against 
Iran — despite its uncertainties and 
risks — thus remains plausible and 
would need to be designed around 
regime change goals.

It is within this context that 
the recent protests in Iran, which 
Tehran accused the United States, 
the United Kingdom and Israel of 
fomenting, represent a particu-
larly welcome development for 
the United States because they il-
lustrate that Iran is vulnerable and 
that regime change is once again a 
viable American policy option.
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uns drawn, Iranian in-
telligence agents rushed 
into the apartment of a 
Washington Post report-
er in Tehran. Threaten-

ing to kill Jason Rezaian in front 
of his wife, Yeganeh, the 20 agents 
in the July 2014 raid tore through 
their belongings and rifled through 
drawers, clothes and valuables for 
an hour.

However, perhaps their most ea-
gerly sought target wasn’t exactly 
inside the house: They forced the 
couple to hand over passwords to 
their e-mail and social media pro-
files.

That raid demonstrated how 
much of a threat Iran’s theocratic 
government sees in the internet. It 
has long sought to strictly control 
cyberspace and social media and, 
thereby, the flow of information to 
the public.

The Islamic Republic’s relation-
ship with the world wide web is 
far more complicated than simple 
repression.

In the past four years, authorities 
have encouraged wider use of the 
internet among Iranians, hoping 
to generate the benefits of a more 
modern economy.

As a result, there has been a 
proliferation of devices, including 
those that spread the startling pro-
tests across Iran that opened 2018. 
The government suffocated the 
flare-up, in part by shutting off key 
social media and messaging apps. 
However, the lesson was clear: The 

same oxygen that can resuscitate 
commerce can give breath to po-
tential revolt.

Iranian authorities’ solution has 
been to create a “halal net,” Iran’s 
locally controlled version of the in-
ternet that restricts what the public 
can see.

“The Islamic Republic is not 
black and white. It shows a myriad 
of contradictions and its internet 
policy I think is one of the great 
examples of those contradictions,” 
said Sanam Vakil, an associate fel-
low at Chatham House. “The gov-
ernment has taken the internet and 
effectively used it for its own pur-
poses and has realised the dangers 
of it as well.”

Since the 1979 Islamic Revolu-
tion, how information spreads 
across mass media has been tight-
ly controlled across a country of  
80 million people that’s nearly two-
and-a-half times the size of Texas.

The internet helped collapse 
that distance. During Iran’s 2009 
protests surrounding the disputed 
re-election of hard-line President 
Mahmoud Ahmadinejad, social 
media spread word of the events 
and allowed videos of the shoot-
ing death of Neda Agha Soltan to be 
seen by the world.

Even before the 2009 protests, 
Iran blocked access to YouTube. 
Twitter and Facebook.

The chief difference between 
then and the recent protests was 
the sheer number of smartphones. 
In 2014, an estimated 2 million Ira-
nians possessed one. Today, esti-
mates suggest Iranians own 48 mil-
lion such devices.

That explosive growth was 
spurred by the administration of 

President Hassan Rohani. Officials 
allowed more mobile phone ser-
vice providers to offer faster inter-
net access and encrypted messag-
ing platform like Telegram spread 
like wildfire.

When the government blocked 
Telegram as well as Instagram, it 
helped smother the protests. Nota-
bly, however, Telegram’s silencing 
quickly brought complaints from 
businesspeople who use it to pro-
mote their goods.

The danger — and potential — of 
the internet as a weapon came into 
focus for Iran when it faced the 
world’s first cyber-weapon almost 
a decade ago.

At the height of tensions be-
tween Tehran and the West over 
its nuclear programme, thousands 
of centrifuges enriching uranium 
at Iran’s underground Natanz facil-
ity suddenly began spinning them-
selves to death. They had been hit 
by the Stuxnet computer virus, 
widely believed to be a US and Is-
raeli creation.

Iran worked to strike back. 
Among the most spectacular cy-
ber-attacks attributed to Iran is  

Shamoon, a virus that hit the 
state-run giant Saudi Arabian Oil 
Company and Qatari natural gas 
producer RasGas, deleting data on 
hard drives and displaying a pic-
ture of a burning American flag on 
computer screens.

Analysts and security experts say 
many of the hackers receive back-
ing from Iran’s Islamic Revolution-
ary Guard Corps (IRGC), a powerful 
paramilitary and economic force 
in the country answerable only to 
Khamenei himself.

Cyber-espionage is even used 
in Iran’s internal rivalries, with at-
tacks on members of the govern-
ment, particularly officials in Ro-
hani’s Foreign Ministry, a recent 
report by the Carnegie Endowment 

for International Peace claimed.
The idea of Iran setting up its own 

“halal,” — “permissible” — internet 
first came in 2011. It’s evolved into 
what’s known as the National In-
formation Network (NIN).

It is essentially a net neutrality 
supporter’s nightmare: The net-
work has some 500 government-
approved websites that stream 
content far faster than those based 
abroad, which are intentionally 
slowed, a recent report by the Cam-
paign for Human Rights in Iran 
said. Service providers offer cheap-
er packages to customers accessing 
only NIN sites.

Firuzeh Mahmoudi, executive 
director of the San Francisco-based 
group United for Iran, said authori-
ties have had success in getting 
businesses to operate on the NIN. 
The more they do so, he warned, 
“the easier it will be for them to 
shut down or throttle the real in-
ternet when they want to.”

The Associated Press. Associated 
Press writers Josh Lederman in 
Washington and Gillian Wong in 
Beijing contributed to this report.
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