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yber-crime is a fast-grow-
ing threat to businesses 
and critical infrastructure 
facilities in the United 
Arab Emirates, yet many 

companies fail to realise the impor-
tance of those threats and are ill-
equipped to deal with security risks 
posed by highly organised hackers, 
industry experts said.

The Dubai government said it will 
launch the Security Industry Regu-
latory Agency (SIRA) at Intersec 
2017, the world’s largest trade fair 
for the security, safety and fire pro-
tection industries. A forum provides 
a platform for decision-makers to 
discuss the law governing the Emir-
ate’s security industry framework, 
guidelines and expectations.

Yet Amir Kolahzadeh, chief ex-
ecutive officer at the Dubai-based 
It Sec, an industry leader in cyber-
security, said more needed to be 
done to increase awareness about 
online threats. Organisations within 
the country and wider region lack 
measures to safeguard businesses in 
a growing digital era, he said.

“The cyber-security threat is not 
only targeting UAE residents and 
businesses, it is worldwide epidem-
ic,” Kolahzadeh said. “However, 
the UAE and GCC [Gulf Coopera-
tion Council] organisations’ lack of 
urgency in order to address these 
threats against their network and 
data does place them in a higher risk 
category than their counterparts 
worldwide.”

Kolahzadeh said a lack of official 
statistics means the UAE’s ranking 
among the most targeted nations 
for cyber-criminals cannot be deter-
mined and cyber-crime is increasing 
exponentially.

“For example, the number of cli-
ents calling us after they have been 
some way affected by a cyber-crime 
in the UAE had increased by fivefold 
from 2015 to 2016.”

Kolahzadeh, who is to make the 
keynote speech at Intersec 2017 on 
the tie between physical security 
and cyber-security, said it was im-
portant to understand why hackers 
would decide to go after critical in-
frastructure facilities, adding that 
often the crimes are not financially 
motivated but aimed for destabilis-
ing a business or even a country.

“Cyber-security has moved be-
yond what we have imagined,” he 
said. “Today hackers are easily ca-
pable of infiltrating a [closed-circuit 
television] or access-control net-
work of a prison, bank, hospital and 
open doors, lock doors, delete or 
replace footage and basically take 
over the physical security assets of 
the organisation, hence disabling 
critical infrastructure — and all done 
remotely,” he said.

Among the biggest threats to the 
UAE’s critical infrastructure are at-
tacks on hospitals and health care 
systems that endanger public safety 
and put a spotlight on a new weak-
ness as public and private institu-
tions struggle to adapt to the digital 
era.

“We believe that the health care 
system will be the number one at-
tacked industry in the next year or 
two,” Kolahzadeh said. “As all medi-
cal devices are now online and con-
nected to the internet for monitor-
ing and reporting, they also become 
a target of hackers to take over these 

devices for ransomware.”
Scott Manson, cyber-security 

leader for the Middle East and Tur-
key at Cisco, also highlighted the 
health care sector as a growing tar-
get for cyber-criminals.

“According to the World Privacy 
Forum, the street value of stolen 
health care data is $50 as compared 
to $1 for a stolen Social Security 
number,” he said. “New attack mod-
els such as ransomware can capital-
ise on the sensitivity of the situa-
tion, where the question is not just 
about losing data but patients’ lives. 
Adding up all these, the health care 
industry is an attractive target for 

cyber-criminals.”
One of the biggest hurdles in 

tackling cyber-crime is the lack of 
trained professionals to deal with it.

According the Cisco 2016 Annual 
Security Report, by 2019 there will 
be a deficit of 1.5 million security 
practitioners. Globally, 26% of or-
ganisations face staffing shortages 
and 35% have expertise shortages 
with security jobs growing at 12 
times the rate of the overall job mar-
ket and three times the rate of gen-
eral information technology.

Manson pointed to the lack of 
women entering the sector, which 
he said represented a loss of talent 
for the industry and a loss of oppor-
tunity for them. He said increasing 
the number of security professionals 
is a priority in the war against cyber-
crime as is better equipping employ-
ees with cyber-security knowledge.

“UAE workplace security research 
conducted by Cisco and [Gulf Busi-
ness Machines] showed employee 
behaviour is a genuine weak link 
in cyber-security and becoming 

an increasing source of risk, more 
through complacency and igno-
rance than malice, because compa-
nies have so insulated employees 
from the scale of daily threats that 
people expect the company’s securi-
ty settings to take care of everything 
for them,” Manson said.

“When data breaches are the re-
sult of an external attack, it is often 
the inexperience of employees that 
is exploited, whether it be by click-
ing on an e-mail link they shouldn’t 
open or downloading an unap-
proved app.

“Cyber-attackers have identified 
the human as the weakest element 
and no matter how many sophisti-
cated security technologies are de-
ployed within an organisation, a se-
curity solution is still only as secure 
as its weakest link.”

Intersec 2017 runs January 22nd-
24th.

Jennifer Bell is an Arab Weekly 
contributor based in the United 
Arab Emirates.
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A 2016 file picture shows UAE Prime Minister and Dubai Emir Sheikh Mohammed bin Rashid al-Maktoum attending a ceremony
to launch the Mohammed bin Rashid Global Centre for Endowment Consultancy social initiative, in Dubai.                                                                            (AFP)
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Why Yemen is a war worth fighting

T 

he war in Yemen has 
proved to be one of the 
worst humanitarian 
disasters of the 21st 
century.

In September 2014, 
Houthi militants took control of 
Sana’a and seized the presidential 
palace from the control of Presi-
dent Abd Rabbo Mansour Hadi. The 
United Nations estimates that since 
then, more than 10,000 people 
have been killed, 3.5 million inter-
nally displaced and 14 million lack 
sufficient food.

International norms of warfare 
have been flouted by the Houthi 
rebels time and again. Families 
across Yemen bury children who 
are dying en masse from starvation 
and malnutrition. The world has 
produced another dark regional 
conflict that visits death and vio-
lence on an impoverished civilian 
population.

The international community 
has spoken clearly and force-
fully about the crisis in Yemen. On 
April 14th, 2015, the UN Security 
Council adopted Resolution 2216 
demanding that Houthi forces 

cease hostilities, withdraw from all 
illegally seized territory and restore 
governing control to the legitimate 
government of Yemen.

Human decency and compas-
sion demand both that the Hou-
this accept the resolutions and a 
broader international effort to end 
the Yemen conflict. What may be 
less evident are the fundamental 
principles at risk in this war. Hadi 
has insisted that any peace nego-
tiations be preceded by the full 
implementation of this resolution. 
He is right.

Ousted authoritarian strongman 
Ali Abdullah Saleh lost his claim 
to governance in November 2011 
when he transferred power to Hadi 
amid a Houthi-backed rebellion 
against his 33-year rule. Saleh’s 
alliance with the Houthis is nothing 
more than a brazen power grab 
aimed at restoring his rule, no mat-
ter the cost to the Yemeni people.

The rule of law is the cornerstone 
of a peaceful society and the vio-
lent actions taken by the rebels and 
forces loyal to Saleh undermine 
any chance of stable government 
or political resolution. The United 
States has a moral obligation of fi-
delity to the principle of the rule of 
law. It served as a supporter of the 
region’s stability and global order 
for most of the 20th century and 
well into the current era.

By supporting the Saudi-led 
coalition in Yemen, the United 
States sends a clear message that it 
will defend Yemen and its people 
from a minority of lawless rebels 
who seek to subvert power through 
coercion and force.

The Yemeni people deserve a 
government that exists by the will 
of the people, absent domestic 
insurrection or outsider meddling. 
The coalition’s goal to restore peace 
and order in the country is a vital 
commitment to these principles.

Resolution 2216 demands that 
neighbouring countries halt arms 
exports to Houthi commanders 
and their subordinates. The Houthi 
rebels have been trained, advised, 
supplied and supported by Iran’s 
Islamic Revolutionary Guards 
Corps (IRGC).

This should hardly come as a 
surprise to observers of Iranian 
military and geopolitical doctrine.

Tehran wishes to impose its strict 
form of theocratic government on 
Shia countries and assert political 
dominance across the Middle East. 
In November, Iranian Armed Forces 
Chief of Staff General Mohammad 
Bagheri said his country would, in 
all likelihood, set up military bases 
in Yemen, Syria and other Arab 
countries.

IRGC General Hossein Salami has 
said: “It is now time for the Islamic 

conquests. After the liberation of 
Aleppo, Bahrain’s hopes will be 
realised and Yemen will be happy 
with the defeat of the enemies of 
Islam.”

Yemen’s integrity as a state has 
been dangerously corroded by the 
forces of factionalism and outsider 
interference. The results have been 
devastating for the country and the 
region.

Houthi militants have fired on 
Saudi civilian centres and US war-
ships in the Arabian Sea.

If Yemen is to live in peace, a 
genuine political process is needed 
that brings together the disparate 
factions of the country but this 
cannot include Tehran-sponsored 
militants.

Support for the Saudi-led mili-
tary coalition in Yemen guarantees 
the United States’ role as a defend-
er of the international order and 
backer of a truly inclusive peace 
process.

Yemen is worth fighting for be-
cause it represents standing up for 
peaceful transfers of power, change 
through political processes and the 
rule of law.

Paul W. Hamill is an adjunct 
senior fellow at the American 
Security Project and principal at 
Logan International Relations in 
Washington.
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