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US unleashes cyber-attacks on ISIS
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T

he United States has declared cyberwar on the Islamic State (ISIS) in Syria
and Iraq, the first known
such attempt to cripple a
military force in combat, ushering
in a revolution in warfare that could
transform the conflicts ripping the
Middle East apart.
According to US Defense Secretary Ashton Carter and other military sources, the operations in Iraq
being carried out by the US Cyber
Command based at Fort Meade,
Maryland, are focused on the Iraqi
Army’s offensive to recapture Mosul. The Islamic State (ISIS) took
over the northern city in June 2014
and it became the nerve centre
of the Islamic caliphate ISIS proclaimed soon after.
The Middle East, where some of
man’s first recorded battles were
fought with spears, swords and
clubs more than three millennia
ago, has become a laboratory for
conflict by computer, in which a
country or military force can be paralysed without the other side firing
a shot.

“I have given
Cyber Command
its first wartime
assignment.”
US Defense Secretary
Ashton Carter
In this largely invisible conflict,
military, industrial, financial, commercial and social infrastructure
can be knocked out in seconds at
the push of a computer key. In theory, crippling terrorist operations
should not be a problem but ISIS
has demonstrated considerable resilience. No details of the cyber-operations have been disclosed, which
makes them difficult to assess, but
the US Cyber Command, created in
2009, has infinitely greater resources than ISIS.
Carter, in his most explicit disclosure concerning the workings of
the US Cyber Command and its $6.8
billion annual budget, on April 5th
declared: “I have given Cyber Com-

mand its first wartime assignment.”
The objective is to disrupt and
degrade ISIS’s command-and-control infrastructure in Mosul and
surrounding regions for advancing
Iraqi state forces to exploit. The first
phase of the offensive to recapture
Mosul has only just begun and by
all accounts, the reconstituted Iraqi
Army — which collapsed under the
stunning ISIS onslaught of 2014 —

The US Cyber
Command has a $6.8
billion annual budget.
will need all the help it can get to
succeed.
US sources said Fort Meade operations began in December following ISIS attacks in France and California. The cyber-operations, along
with 85 US air strikes, played an
important role in rebel forces seizing the strategic northern Syrian
town of Shaddadi and adjoining oil
fields from ISIS in a four-day battle
in February.
The US move appears to be part
of an effort to intensify military and
intelligence operations against ISIS,
without having to commit large
numbers of ground forces, despite
the fact that the long-time US policy
of minimising military involvement
has allowed organisations such as
ISIS to flourish.
But cyber-warfare, still largely in
its infancy, could change the equation. Similar US cyber-operations
are being carried out against ISIS in
neighbouring Syria, in conjunction
with intensified operations by recently expanded US special operations forces. The main target there
is recapturing the city of Raqqa, de
facto capital of the ISIS caliphate.
Carter has said the Syrian operations are designed to “cause them to
lose confidence in their networks,
to overload their networks so they
can’t function and to do all of these
things that will interrupt their ability to command and control forces
there, control the population and
the economy”.
There is another objective: To impede and possibly prevent threatened ISIS cyber-attacks on the West
while the group is under mounting
military pressure in Syria and Iraq.
John Carlin, the US assistant attorney-general for national security,
told a Washington cyber-security

The National Security Agency (NSA) campus in Fort Meade, Maryland, where the US Cyber Command
is located.
conference on March 31st that ISIS
was moving closer to a capability to
unleash “cyber-jihad” on the United
States and presumably its allies as
well.
With the carnage of the ISIS attacks in Brussels still producing
shock waves, Carlin declared: “You
need to prepare because it’s going
to come… We’re in a race against
time.”
Carlin acknowledged that ISIS
was not yet believed to be capable
of unleashing “sophisticated electronic offensives” on a destructive
scale against Western economic
and military infrastructure. “If they
had the capability, they’d use it,” he
said.
But the United States says the jihadists are striving to acquire that
capability and noted ISIS’s “strategic success” in using social media as
a highly successful recruiting tool
through “Madison Avenue-quality”
propaganda.
Iran is also seen as a threat. Indeed, the opening digital salvo was
unleashed at 4.31pm on June 22,
2009, by the United States and Israel against Tehran’s nuclear programme using a computer virus

known as Stuxnet. It sabotaged
cascades of centrifuges that enrich
uranium, the core of the nuclear
process, supposedly setting back
the Iranian programme at least 18
months.
In April 2012, Iran’s National Oil
Company was targeted with an even
more virulent virus known as W32.
Flame. On August 15th, Iran retaliated by hitting Aramco, Saudi Arabia’s
state oil monopoly and the world’s
biggest oil company, with a virus
known as Shamoon that knocked
out 30,000 desktop computers.
There was a simultaneous attack
on RasGas, a joint venture between
ExxonMobil and state-owned Qatar
Petroleum in the neighbouring gasrich emirate of Qatar.
This exchange and attacks that
followed demonstrated just how
vulnerable the Middle East’s oil industry was to potentially crippling
cyber-attacks. The global effect of
such an eventuality may have lessened but the threat remains potent.
Iran is considered one of the main
regional powers with cyberwar capabilities. Tehran has reportedly
invested in excess of $1 billion in
cyber-infrastructure and technol-

ogy and to have recruited 100,000
personnel for the effort.
In 2012, Iranian Supreme Leader
Ayatollah Ali Khamenei established
the Supreme Council on Cyberspace
to accelerate the Islamic Republic’s
cyberwar capabilities, using technology obtained from China.
“Iran’s cyber-programme was designed from the outset to be offensive and proactive in nature,” said
Iranian-American political scientist
Majid Rafizadeh of Harvard. “But it
is advancing at a pace that needs to
be addressed adequately by regional and global powers.
“From
Khamenei’s
perspective, the future of Iran’s cyber-programme is a matter of national security. Iranian leaders can accomplish
several objectives by advancing
their cyber-warfare capabilities…
Iran needs the advanced cyber-programme to protect its nuclear sites
in case of foreign cyber-attacks.
“In the new age of globalisation,
the Islamic Republic is adapting fast
to the modern cyber-technology to
complement its… military prowess
in order to achieve its regional hegemony and ideological ambitions,”
Rafizadeh observed.

How prepared is the world for a cyberwar?
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A

bout three years ago
I wrote a column
predicting that the
next major conf lict
would involve
cyberwarfare and
cyber-terrorism, with much of
the fighting taking place over
the airwaves and the internet
superhighways. As it turns out, I
was only partially right: Battles
are indeed carried out over the
internet but, regrettably, there is
still much conventional fighting
going on.
Three years ago the Syrian
conflict, now in its sixth year,
did not have the international
implications it has today. As the
conflict expanded, implicating
more players and growing in
complexity, it was inevitable for it
to move into cyberspace.
Do not be fooled by a false
sense of relief thinking
that cyberwar may be less
catastrophic than a conventional
one. Well waged, a war over
the internet can have effects as
devastating as artillery shells
and rockets and bombs from
warplanes.

The war in Syria involves
hackers trying to
undermine the other
side’s computers.

Hackers working for foreign
countries have broken into
a number of important and
sensitive US sites, such as the
CIA’s main computer at Langley,
Virginia, the Israeli Mossad,
British and French intelligence
agencies, the North American
Aerospace Defense Command
and a slew of government
ministries and private companies’
computers and websites.
Most of what people do today
is driven by computers. Banks,
supermarkets, businesses,
electric grids, heating-andcooling systems, traffic and air
traffic control and so on and so
forth. Yes, they are all protected
but they are also all vulnerable to
smart hackers, of which there is
no shortage.
There have been attacks
against computers belonging
to Exxon, Shell, BP and others,
including a number in Central
Asian countries. Private email
messages were intercepted and
their content made public, as was
sensitive company data.
According to one source, some
countries are using hackers based
in Mongolia, China and India. The
Mongolian mafia has been very
active in this area.
The truly delicate data are
not the company’s sensitive
personnel files showing how
much money a company’s chief
executive officer is making or the
bribes dished out to smooth the

way for a project nor are copies
of memos from executive offices.
That is just window dressing.
What professional hackers
working for foreign governments
are after are codes that allow
them to intercept the flow of oil
and natural gas in computercontrolled refineries or the
movement of oil through
pipelines. Think of the
devastating consequences
that taking control of such an
operating system would have.
When northern European cities
are freezing in the dead of winter
and need regular deliveries of gas
or oil to heat homes and offices,
rerouting deliveries through
hacked computers will introduce
mayhem on a large scale.
What mayhem will occur when
people trying to access bank
accounts through automated
teller machines realise that
their savings have been wiped
out? Or when the electric grid is
intercepted and cities are left in
the cold and dark? Or when credit
cards become worthless pieces of
plastic? What then?
Of course, there are tremendous
precautions taken with guardrails
and firewalls in place but hackers
continue to refine their skills in
a never-ending game of cat and
mouse with those trying to keep
the computers secure struggling
to remain one step ahead of
potential disaster.
The war in Syria involves

In April
2013,
hackers
managed
to post a
story on a
newswire
saying
the White
House
had been
bombed.

hackers trying to undermine
the other side’s computers. The
United States recently extradited
from Germany two hackers
sympathetic to the Syrian
government.
An alleged computer hacker
sympathetic to the Syrian regime
appeared in US federal court
in Virginia. He was identified
as Peter Romar, 36, an alleged
member of the hacking group the
Syrian Electronic Army.
Two other defendants in the
case, Ahmad Umar Agha and
Firas Dardar, were charged
with being involved in a “hoax
regarding a terrorist attack” and
“attempting to cause mutiny of
the US armed forces”. Dardar, 27,
and Agha, 22, are believed to be
in Syria.
Hackers allegedly used a
relatively unsophisticated tactic
known as “spear phishing” to
target computers belonging
to media networks, including
CNN, National Public Radio, the
Associated Press and Reuters, in
addition to Microsoft, Harvard
University and Human Rights
Watch, the US Justice Department
said.
In April 2013, hackers managed
to post a story on a newswire
saying the White House had been
bombed and US President Barack
Obama injured. That hack caused
a temporary stock market plunge.
This is just a sampling of the
havoc that can be unleashed.

