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Special Focus The threat of jihad online

Washington

S 

ocial media is a key weapon 
in the Islamic State’s arse-
nal. The jihadist organisa-
tion relies on the internet 
for propaganda, recruit-

ment and communicating with the 
rest of the world.

The Islamic State (ISIS) is the first 
terrorist group to hold both physi-
cal and digital territory, according 
to Jared Cohen, director of Google 
Ideas, who spoke at a panel hosted 
by the Council on Foreign Relations.

“In both contexts, Islamic State 
resembles something akin to a cor-
poration,” he told The Arab Weekly.

In an article titled Digital Counter-
insurgency, published in Foreign Af-
fairs, Cohen details both the organ-
ised hierarchy and the grass-roots 
base of the organisation’s online 
presence.

The structure is similar to how 
ISIS operates on the ground. The or-
ganisation’s leadership of educated 
and skilled former Iraqi Ba’athists 
sets the ideological agenda, which 
in turn is implemented by the sec-
ond tier of managerial leadership. 
The rank-and-file fighters come into 
the organisation from a variety of 
backgrounds, including locals who 
join out of fear or ambition, regional 
jihadists who believe in the ideol-
ogy, and young men — sometimes 
women — from abroad, usually re-
cruited online.

“This hierarchy is replicated 
online, where ISIS operates as a 
pyramid consisting of four types of 

digital fighters,” Cohen said in the 
Foreign Affairs article.

In a report published by the 
Brookings Institution, J.M. Berger 
and Jonathon Morgan estimated 
that more than 46,000 Twitter ac-
counts openly support ISIS.

Whether on Twitter or elsewhere, 
the origins of most of ISIS’s market-
ing material can be traced to a small 
set of accounts with strict privacy 
settings and few followers, accord-
ing to the Brookings study.

“By distributing their messages to 
a limited network outside the public 
eye, these accounts can avoid being 
flagged for terms-of-service viola-
tions,” Cohen wrote. He added that 
such a fighter may or may not oper-
ate offline. Some of the cyber jihad-
ists are strictly online, executing 
orders from ISIS central command. 
The message then spreads from the 
top few down the pyramid to lower, 
more robust tiers.

The third tier of cyber jihadists 
encompasses the vast numbers of 
sympathisers around the world. 
They neither belong to ISIS nor take 
orders from its hierarchy but they 
nonetheless amplify the ISIS mes-
sage and its call for jihad.

One startling example unfolded 
in June 2014 when ISIS supporters 
hijacked the World Cup trending 
hashtags in an attempt to mass tar-
get football fans around the world.

The third tier also represents 
the crux of potential recruits, eas-
ily identifiable and reachable by 
ISIS cyber jihadists, who have been 
known to target men and women 
surfing the internet from home in 
Britain and the United States.

The fourth tier is the most tech-
nologically sophisticated, but could 
be the Achilles heel of ISIS’s cyber 
operations. These are tens of thou-
sands of fake accounts that auto-
matically echo the organisation’s 
message by retweeting and repost-
ing. This is not a difficult strategy 
to implement: A novice can search 
online for how to programme so-

called Twitter bots that automati-
cally flood the digital space with 
messages. Marketers and advertis-
ers regularly do this with varying 
degrees of success.

“This programmable army en-
sures that whatever content the 
Islamic State’s digital central com-
mand issues will make its way 
across as many screens as possible,” 
Cohen said in the Foreign Affairs ar-
ticle.

So far, the response to online 
counter-insurgency has been to sus-
pend accounts. In 2014, the British 
Counter Terrorism Internet Referral 
Unit, run by London’s Metropolitan 
Police, collaborated with Google, 
Facebook and Twitter to remove 
more than 46,000 pieces deemed 
violent or hateful and YouTube took 

down some 14 million videos for the 
same reason. Twitter suspended 
10,000 accounts linked to ISIS in a 
single day in April.

But cyber jihadists with suspend-
ed accounts learned how to launch 
other accounts that activate the 
minute they lose their primary ac-
count. Many such Twitter jihadists 
even boast that they are on their 
40th or 50th online reincarnation, 
as if to mock the ineffectiveness of 
Twitter administrators.

The jihadists purchase tens of 
thousands of followers for as little 
as $10, giving themselves an inflated 
presence, and have used platforms 
such as Telegram and WhatsApp, 
which are encrypted and therefore 
take longer to be noticed by authori-
ties or administrators.

Cohen advocates a smarter, 
more targeted strategy than simply 
suspending accounts. “[Suspend-
ing accounts] is valuable in that it 
provides a cleaner digital environ-
ment,” he said. “But it would be 
doubly effective if the leadership 
that orders terrorist content to be 
distributed were also eliminated.”

Cohen said this would require 
“mapping the Islamic State’s net-
work of accounts. Once ISIS’s online 
leadership has been separated from 
the rank and file, the rank and file 
will become significantly less co-
ordinated and therefore less effec-
tive.”
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Weekly.
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Facing the dark side of social media

W
hat could social 
media — Face-
book, Twitter, 
YouTube  
— have done to 
prevent the 

radicalisation of Syed Rizwan 
Farook and Tashfeen Malik, the 
married couple who massacred 14 
people enjoying a holiday party in 
San Bernardino, California? And 
an even more urgent question: 
What did social media do to 
radicalise them?

Early in the investigation, which 
the FBI is treating as an “act of 
terrorism”, there are no clear an-
swers. All that has emerged is that 
Malik, the 27-year-old religiously 
conservative Pakistani pharmacy 
student who married the Chicago-
born Farook, went onto Facebook 
during or after the mass shooting 
and swore allegiance to Islamic 
State (ISIS) leader Abu Bakr al-
Baghdadi.

Officials say that Farook, who 
had a well-paid job as a county 
health inspector, had in the past 
reached out to Somalia-based al-
Shabab and al-Qaeda’s Syria-based 
affiliate Jabhat al-Nusra. But when, 
how or why he did so is unclear.

These are hardly the usual social 
media activities one might expect 
of a suburban couple with a new 
baby in America. However, they 

are also not particularly strong 
evidence that social media was the 
catalyst of Malik’s and Farooq’s 
metamorphosis into mass murder-
ers.

Even so, it is undeniable that 
social networks are being crea-
tively misused by extremists for 
command-and-control purposes 
and propaganda. Facebook, Twit-
ter, YouTube and other social 
media platforms have repeatedly, 
if unwittingly, served as distribu-
tion channels for radical groups 
and the library of grotesque online 
offerings continues to grow.

In September 2013, al-Shabab 
live-tweeted the four-day blood-
shed at Nairobi’s Westgate mall. 
More recently, ISIS posted a 
chilling video online of six boys 
no older than 10 playing a deadly 
game of hide and seek among the 
ruins of the historic al-Rahba cas-
tle in Deir ez-Zor in Syria.

The children had to find and 
execute a prisoner. Each of the 
boys shoots the poor wretches on 
camera. The film remained freely 
available to view at the time of 
this writing. It is seen to transmit 
a terrifying message of youthful 
brutalisation and, more crucially, 
of ISIS’s iron core.

Such material obviously serves 
as a handy recruitment tool. As a 
US Homeland Security study said, 
ISIS uses social media in a way that 
“burnish(es) an image of strength 
and power” through its visibility 
on popular platforms and with all 
the attendant sharing, retweeting 
and online discussion.

Meanwhile, FBI Director James 
Comey told Congress that ISIS is 
reaching out, through Twitter, to 
about 21,000 English-language 
followers. Its message, he said, 
basically is as follows: “‘Come to 

the so-called caliphate and live 
the life of some sort of glory or 
something; and if you can’t come, 
kill somebody where you are; kill 
somebody in uniform; kill any-
body; if you can cut their head off, 
great; video tape it; do it, do it, do 
it’ … (it’s) a devil on their shoulder 
all day long, saying ‘kill, kill, kill, 
kill’.”

But what resonance would that 
devil on the shoulder and the 
drumbeat to kill have for college-
educated people such as Farook 
and Malik, who should have had 
every reason to live?

Farook’s family was known to 
have been dysfunctional — his fa-
ther was an abusive alcohol-
ic — and his wife’s father 
is said to have become 
increasingly reli-
gious in Saudi 
Arabia. On their 
own, these 
facts do not 
predispose 
individuals 
to com-
mit mass 
murder but 
as citizens of 
the inter-
net age, the 
couple would 
have had ac-
cess to the echo 
chamber that is 
social media, with 
its multiple skewed 
pathologies of hate and 
violence.

As Sara Khan, director at the 
British anti-extremist group 
Inspire, has pointed out, terrorist 
groups’ aggressive online cam-
paigns often play on a sense of 
personal grievance and “exploit 
religion” to suggest radicalism as 

a way to fill a void. It was well said 
that propaganda does not deceive 
people; it merely helps them to 
deceive themselves.

What, if anything, can be done? 
Social media platforms are increas-
ingly trying to self-regulate with 
Twitter taking down al-Shabab’s 
accounts after the Westgate mall 
atrocity and Facebook, YouTube 
and Google routinely removing 
content that glorifies violence and 
hatred.

The United States and some 
European governments have con-
sidered steps to force social media 
platforms to take responsibility for 
terrorism-related content, as has 

a UN panel that advises the UN 
Security Council on sanc-

tions against extremist 
groups.

But unceasing 
corporate vigilance 

cannot prevent 
people like Fa-
rook and Malik 
from being 
what Comey 
describes as 
“inspired by 
foreign terrorist 

organisations”.
Only families 

— and friends — 
can know if and 

when their loved 
ones are going over 

to the dark side. They 
are the first and last de-

fence and possibly the only 
social safety net that can with-

stand the forces of social media.
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itinerant commentator on world 
affairs. Her blog can be found at 
www.rashmee.com and she is on 
Twitter: @rashmeerl.sa.
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A suspect arrested in Spain for operating internet platforms spreading propaganda, particularly for 
the ISIS group, last February.


